DIVISION 27 05 11
CNFE3TX2CXMS SERIES – MANAGED CELLULAR VPN GATEWAY 
ENGINEERING SPECIFICATIONS

PART 1 - GENERAL

1.01 SUMMARY
A. Two Ports 10/100Mb Cellular VPN Gateway (1 x LAN, 1 x WAN)  

1.02 SECTION INCLUDES
A. CNFE3TX2CXMS (U/E) AT&T 4G/LTE Cellular VPN Gateway 
1.03 REFERENCES
A. European Union Compliance (CE)
B. NERC-CIP-014 compliance for perimeter security
C. FCC part 15 Compliant

1.04 SYSTEM DESCRIPTION
A. Performance Requirements: Provide 2 (two) 10/100TX RJ-45. 
1. The system shall have 1 port capable of powering unit from PoE power 802.3af
2. The system shall support LAN and WAN connections
1.05 SUBMITTALS
A. Product Data: Manufacturer’s printed product data sheet for each type of device specified.
B. Warranty: Manufacturer’s Printed Warranty

1.06 DELIVERY, STORAGE AND HANDLING
A. Deliver materials in unopened factory packaging with Manufacturer’s bar coding to the job site.

B. Inspect product upon delivery to assure that specified products have been received.

C. Store in original packaging in a climate-controlled environment. Storage Temperature not to exceed: -40˚ C to +85˚ C

1.07 PROJECT/SITE CONDITIONS
A. Temperature Requirements: Products shall operate in an environment with an ambient temperature range of –40˚ C to +60˚ C without the assistance of fan-forced cooling.

B. Humidity Requirements: Products shall operate in an environment with relative humidity of 0% to 95% (non-condensing). If product is installed in condensation conditions, unit shall have conformal coating applied to the printed circuit board.

1.08 WARRANTY
A. Standard Comnet Comprehensive Lifetime Warranty: Comnet warrants the product to be free of factory defects under manufacture’s Lifetime Warranty as submitted under article 1.05 (D)

PART 2 - PRODUCTS

2.01 MANUFACTURER
A. Acceptable Manufacturer: Communication Networks, Inc.; 3 Corporate Drive, Danbury, CT 06810 USA; Telephone: 203-796-5300; Fax 203-796-5303; Email: sales@ComNet.net  Internet: www.ComNet.net
B. Substitutions: Not Permitted
2.02 MANUFACTURED UNITS
A. Model Number Descriptions: Reference Table A: Product Number Descriptions

B. Model Compatibility Chart: Reference Table B: Product Compatibility Chart
2.03 GENERAL SPECIFICATIONS
A. The managed ethernet gateway shall be a ComNet CNFE3TX2CXMS series. The module shall support transmission utilizing Category 5E cable or better. The module shall support the Ethernet data IEEE 802.3 protocol using Auto-negotiating and Auto-MDI/MDI-X features.  The module shall feature 2 (two) 10/100TX RJ-45 ports.  The module shall have 1 (one) slot for standard SIM card (15 x 25mm). The module shall provide power, PoE, WAN and Ethernet link/activity status indicating LED’s for monitoring proper system operation. The module shall have redundant power supply connections to minimize single point failure.  The module shall have an MTBF of >100,000 hours and operate in an environment of –40˚ C to +60˚ C and relative humidity between 0% to 95% (non-condensing). The module shall be FCC part 15 compliant and CE marked. The circuit board shall be UL 94 flame rated and meet all IPC standards. All PC boards shall be designated with part number, PC board number and show appropriate revision number. Housing shall be of all metal construction. All LED indicators and both electrical and mechanical connections shall be identified with silk-screened labels. The module shall have a lifetime warranty to reduce system life cycle cost in an event of a module failure.

B. Cellular Standards: The module shall support the following cellular standards, GSM, GPRS, EGRSP, EDGE, WCDMA, HSDPA, HSUPA, LTE. 
1. The router shall be a third/fourth generation (4G/LTE) cellular router capable of transmitting, receiving and forwarding IP packets through a CDMA, GSM, UMTS and/or LTE cellular network. 

2. The router shall have at least 1 Ethernet LAN switch ports (10/100 Mbps) to connect any Ethernet-based devices, such as IP cameras, video-servers, DVRs, PLCs, sensors VoIP phones, etc.

3. The router shall have at least 1 Ethernet WAN port (10/100 Mbps) to connect with established Ethernet-based upstream networks such as DSL, Cable, T-1 or other high-speed interfaces
4. The router shall provide a means of securely attaching external 4G/LTE cellular antennas to improve signal transmission and reception.

5. The router shall incorporate an IPSec VPN client server capable of establishing at several secure VPN tunnels concurrently with other IPSec-compliant hardware and software products. 

6. The router shall be AT&T certified for use on the AT&T cellular network.
7. The router shall support HTTP for remote management
C. Bands: USA-LTE 1900(B2), 1700(B4), 850(B5) 700(B13), 1900(B25) MHz
Europe-LTE 2100(B1), 1800(B3), 2600(B7) 900(B8), 800(B20) MHz
D. The following IEEE Networking Standards shall be supported:
IEEE 802.3 for 10BASE-T Ethernet

IEEE 802.3u for 100BASE-TX 
IEEE 802.3x for Authentication
E. Data Rates: Category 3 Downlink 100 Mbps (20 MHz bandwidth) 50 Mbps (10 MHz bandwidth) 

Category 3 Uplink 50 Mbps (20 MHz bandwidth) 25 Mbps (10 MHz bandwidth) 

F. Management 

SNMP, HTTP Web GUI Configuration Interface

G. Software Features:
Event warnings by Syslog, Email and SNMP Trap 
NAT Support (Virtual Server, Port Trigger, DMZ and UPnP)
2.04 STATUS INDICATORS
A. Power1/2: Proper Power = Green

B. PoE power input = Green

C. RJ-45 Link/Data: = Green
D. WAN: = Green
2.05 CONNECTORS
A. Power:  Screw Clamp Terminal Strip x 2
B. Data: RJ-45 x 2
C. Cellular Antenna: SMA Female x 2
2.06 ELECTRICAL SPECIFICATIONS
A. Power: Dual redundant inputs 12VDC to 48VDC @ 3 Watts maximum.
B. Current Protection: Automatic re-settable solid-state current limiters

C. Voltage Regulation: Solid-state, Independent on each board

D. Circuit Board: UL 94 flame rated and meets all IPC standards.

2.07 MECHANICAL SPECIFICATIONS
A. Dimensions: 3.17 × 1.57 × 3.74in (8.06 × 4 × 9.5cm)
B. Finish: Module shall be constructed of a metal enclosure with a powder coat finish.
C. Weight: <2 lbs./1kg

2.8 ENVIRONMENTAL SPECIFICATIONS
A. MTBF: >100,000 Hours

B. Operating Temp: –40˚ C to +60˚ C

C. Storage Temp: -40˚ C to +85˚ C

D. Relative Humidity: 0% to 95% (non-condensing). If product is installed under condensation conditions, unit shall have conformal coating applied to the printed circuit board. (Add –C to model number for conformal coated printed circuit board)

2.9 REGULATORY AGENCIES/APPROVALS AND LISTINGS
A. FCC Part 15 Compliant
B. CE

C. RoHS

D. UL 94-flame rated PCB board: 94VO

2.11 ACCESSORIES

A. Panel Mounting Adaptor Kit with Mounting Hardware (included)

B. DIN Rail mounting Adaptor Clip Kit with Mounting Hardware (included)
PART 3 - EXECUTION

3.01 EXAMINATION
A. Inspect modules before installation.

B. Modules shall be free of any cosmetic defects or damage.

C. All DATA connectors shall be covered with dust caps and remain on the module until installing cable connectors to module.

D. Shipping box shall include the module and mounting hardware and operations manual.

3.02 PREPARATION
A. Wall Mount (Surface Mount) Module
1. Shall be mounted on a properly prepared surface adequate for the size and weight of module. The placement of the unit shall allow provision for cable installation and maintenance as indicated on the approved detail drawings and in compliance with the Comnet mounting template and installation manual. 
B. Din Rail Mount 
1. Shall be mounted on a properly installed DIN Rail adequate for the size and weight of the module. The placement of the unit shall allow provision for cable installation and maintenance as indicated on the approved detail drawings and in compliance with the ComNet mounting template and installation manual.

C. Cellular Antennas
Module shall support 2 x SMA Female antennas that securely attach to unit and will allow for remote antenna placement.
3.03 INSTALLATION
A. General: Locate module as indicated on the approved detail drawings and install module in compliance with the Comnet installation and operations manual.

3.04 TESTING

A. Testing the Ethernet and Cellular Data Link.

1. Verify that the data leads and proper SIM card are properly connected and installed.

2. Make sure that power is applied to all devices used in the system.

3. Successful data link operation should be confirmed at this point by connecting to the devices on the network or using a ping test.

3.05 CLEANING
A. Follow all instructions for proper use of solvents making sure to not spray any liquid based cleaners directly on module.

MANUFACTURED UNITS REFERENCE TABLES
Table A: Product Number Descriptions 

	CNFE3TX2CXMS (U,E) PORTS
	DESCRIPTION
	MAX. DISTANCE*

	CNFE3TX2C/M Ports 1 and 2
	Electrical 10/100TX LAN/WAN[image: image1.emf]using Category 5 E   cable or better  


	320 ft (100 m)

	CNFE3TX2CXMS Port 3(cellular)
	Any device capable of transmitting ethernet based signals on the AT&T 4G/LTE cellular network
	Distances are based on AT&T transmitter locations and will vary based on signal strengths


* Maximum distance are carrier dependent and will be determined by network and signal strength along with any other carrier imposed restrictions or limitations. The actual data rate will also be limited by any encryption method implemented such as a VPN etc. As such the data rates are outside of ComNet’s control and cannot be guaranteed.

Table B: Product Compatibility Chart 

	CNFE3TX2CXMS
	COMPATIBLE DEVICES

	CNFE3TX2CXMS (ALL)
	CNFE3TX2CXMS
Any device that meets IEEE 802.3 10/100BASE-TX protocols and can operate over an AT&T cellular network
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